CYBER SAFETY
TIPS




CYBER-CRIME
ON THE RISE




THE RECENT INCREASE OF CYBER-CRIME RATES HAS
MADE IT ESSENTIAL FOR PARENTS AND CAREGIVERS TO
EDUCATE CHILDREN ON CYBER-SAFETY. THESE
LESSONS GO A LONG WAY, TO ENSURE SAFE ONLINE
PRACTICES AND INTERACTIONS.
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For innocence in danger



TO ALL PARENTS AND CAREGIVERS OUT THERE
YOU HAVE A BIG ROLE TO PLAY
NOW MORE THAN EVER
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JUST LIKE WE TEACH OUR CHILDREN NEVER TO
TALK TO STRANGERS ON THE STREETS,

OUR CHILDREN NEED TO UNDERSTAND THAT
THE SAME RULES AND VIGILANCE APPLY ONLINE;
TALKING TO STRANGERS ONLINE,

MAY LEAD TO OFFLINE THREATS
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AS OUR KIDS HAVE BEEN TAUGHT

THE IMPORTANCE OF THEIR PERSONAL

PRIVACY IN THE REAL WORLD, THEY SHOULD
LEARN HOW TO RESPECT THEIR OWN PRIVACY
HE ONLINE WORLD AND AVOID SHARING

IN

HEIR PERSONAL INFORMA

HOME
ADDRESS

PHONE Q%ﬂ%f
NUMBER Hhss
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CHILDREN WHO ARE 12 YEARS AND UP
SPEND MORE TIME PLAYING ONLINE
MULTIPLAYER GAMES,

ADVISE THEM TO PLAY WITH THEIR
FRIENDS RATHER THAN STRANGERS
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ENCOURAGE YOUR CHILD TO SHARE WITH
YOU ANY ISSUES THEY MAY FACE ONLINE
AND REMIND THEM YOU ARE HERE
TO LISTEN, NOT JUDGE

N\
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EXPLAIN TO YOUR CHILD THAT YOU
ARE TAKING THESE MEASURES
NOT BECAUSE YOU DO NOT TRUST THEM,
BUT BECAUSE YOU WANT TO ENSURE THEIR
ONLINE SAFETY JUST LIKE YOU WORK HARD
ON ENSURING THEIR OFFLINE SAFETY
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CYBER-SAFETY
TIPS FOR TEENS




IF YOU ARE WORRIED ABOUT YOUR TEENAGER'S ONLINE
SAFETY, MAKE SURE THEY FOLLOW THESE SIMPLE STEPS TO
AVOID CONFLICTS PRESENTED BY HACKERS AND THREATS

OF ONLINE PERPETRATORS.
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USE SMART PASSWORDS THAT INCLUDE
e NUMBERS

e SYMBOLS

e UPPERCASE & LOWERCASE LETTERS

K XK K &K ¥k

D
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DISABLE GEOLOCATION SETTINGS
AS IT MAKES IT EASIER FOR PERPETRATORS
TO TRACK YOU
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DON'T CLICK ON POP-UP ADS
THEY MIGHT TAMPER WITH YOUR
DEVICE'S SECURITY SYSTEM
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REPORT OR BLOCK SUSPICIOUS ACCOUNTS
SUCH AS STRANGERS WHO ASK YOU RANDOM
QUESTIONS OR PRESSURE YOU IN ANY WAY,
AND REMEMBER YOU CAN ALWAYS CONFIDE

IN A

RUS

OR SOME

ED ADUL
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IF SOMEBODY

HING IS BOTHERING YOU

}AS



ACTIVATE PRIVACY SETTINGS
ON SOCIAL PLATFORMS
TO KEEP YOUR INFORMATION PRIVATE
AND AVOID RANDOM STRANGERS ONLINE
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SETTING UP
PARENTAL
CONTROLS




OUR CHILDREN ARE BOUND TO EXPLORE ONLINE SPACES. TO
ENSURE THEIR SAFETY, IT IS IMPORTANT FOR US TO SET UP
PARENTAL CONTROLS TO PROTECT THEM FROM RISKS

PRESENTED ON THE INTERNET, AND EXPOSE THEM TO CONTENT
SUITABLE FOR THEIR AGE.
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MANAGE YOUR CHILD’S ONLINE SCREEN
TIME BY CREATING A SCHEDULE TOGETHER
AND PROMISING TO STICK TO IT

RECOMMENDED
ASE SCREEN TIME
3-5 YEARS 1 HOUR
6-10 YEARS 1.5 HOURS
11-13 YEARS 2 HOURS
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INSTALL A PARENTING MONI
BY ENCOURAGING YOUR CH
THEIR DEVICES IN SHARED S

THE HOUSE AND BE ABLE TO MON

ORING SYS'|
LDREN TO U

'EM
SE

PACES AROL

THEIR ONLINE ACTIVITY

Kaspersky®

Safe Kids
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ENCOURAGE THE USE OF CHILD-FRIENDLY
SEARCH ENGINES REMINDING OUR CHILDREN
THAT THE INTERNET IS MEANT TO GAIN
KNOWLEDGE, COMMUNICATE IN A HEALTRHY
MANNER AND TO HAVE FUNI
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BLOCK ACCESS TO ADULT CONTENT
AND SHOW YOUR KIDS FUN WEBSITES
AND ACTIVITIES THAT THEY CAN
BE DOING ONLINE

18+
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CHILD FRIENDLY SEARCH
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